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FOREWORD 

We are pleased to publish this forty-nineth volume in the 
Occasional Paper series of the United States Air Force Institute for 
National Security Studies (INSS).  Among the many dimensions of 
national security that face unprecedented changes and challenges 
after the end of the Cold War, arms control has been as directly 
affected as any other dimension.  The formal, bilateral, and 
verification-based arms control that was so central to that former 
period fits neither the new environment nor the expanded focus 
beyond the strategic nuclear arena.  In this paper, Guy Roberts 
presents yet another of his insightful explanations and analyses of 
the adaptations and new directions that are required to give “arms 
control” continued relevance today and tomorrow.  This thorough 
analysis of the special case of biological warfare controls follows 
his January 2001 INSS Occasional Paper (#36) This Arms Control 
Dog Won’t Hunt:  The Proposed Fissile Material Cut-Off Treaty at 
the Conference on Disarmament in chronicling both the failure of 
continuing emphasis on formal Cold War-type arms control 
products and the enduring centrality of cooperative “arms control” 
processes in the current national security environment.  In Roberts 
line of argument, arms control is indeed dead, yet “arms control” 
can and must be reborn in the form of a wide range of integrally 
linked and multifaceted legal, diplomatic, economic, and military 
instruments to effectively fight the spread and use of dangerous 
weapons and systems. 

About the Institute 

INSS is primarily sponsored by the National Security Policy 
Division, Nuclear and Counterproliferation Directorate, 
Headquarters US Air Force (HQ USAF/XONP) and the Dean of the 
Faculty, USAF Academy.  Other sponsors include the Secretary of 
Defense’s Office of Net Assessment (OSD/NA); the Defense Threat 
Reduction Agency; the Air Staff’s Intelligence, Surveillance, and 
Reconnaissance Directorate (XOI) and the Air Force's 39th 
Information Operations Squadrons; the Army Environmental Policy 
Institute; and the Air Force Long-Range Plans Directorate (XPXP).  
The research leading to the papers in this volume was sponsored by 
OSD/NA, DTRA, and XONP.  The mission of the Institute is “to 
promote national security research for the Department of Defense 
within the military academic community, to foster the development 
of strategic perspective within the United States Armed Forces, and 
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to support national security discourse through outreach and 
education.”  Its research focuses on the areas of greatest interest to 
our organizational sponsors:  arms control and strategic security; 
counterproliferation, force protection, and homeland security; air 
and space issues and planning; information operations and 
information warfare; and regional and emerging national security 
issues. 

INSS coordinates and focuses outside thinking in various 
disciplines and across the military services to develop new ideas for 
defense policy making.  To that end, the Institute develops topics, 
selects researchers from within the military academic community, 
and administers sponsored research.  It also hosts conferences and 
workshops and facilitates the dissemination of information to a 
wide range of private and government organizations.  INSS 
provides valuable, cost-effective research to meet the needs of our 
sponsors.  We appreciate your continued interest in INSS and our 
research products. 
 
 
 
 

JAMES M. SMITH 
             Director 
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EXECUTIVE SUMMARY 

After being terrorized by the October 2001 anthrax attacks in 
which five people lost their lives, it was anticipated that the United 
States would support a new protocol touted as a new compliance 
mechanism for strengthening the Biological Warfare Convention 
(BWC).  However, in December 2001, the United States rejected 
the protocol as ineffective and fatally flawed.  Backed by years of 
study and test inspections, the United States argued that traditional 
arms control approaches to biologically based substances can not 
work because of the dual nature of these substances.  Unlike 
chemical or nuclear weapons, the components of biological warfare 
are found in nature, in the soil and air.  The presence of these 
organisms in any quantity does not necessarily connote a sinister 
motive.  Absent actual weaponization or compelling evidence of 
intent, it is virtually impossible to prove a violation of the BWC.  
Further, any information gains from such measures are more than 
offset by the risks to sensitive bio-defense programs and 
confidential and proprietary business information.   

 Despite the rejection of the protocol, the United States and 
the rest of the world recognize the tremendous threat biological 
weapons pose to peace and international security.  Biological 
weapons have been used since antiquity, and efforts to constrain 
and prohibit them have been undertaken almost as long and with 
not much success.  Nevertheless, the BWC coupled with the 1926 
“Gas Protocol” banning the use of bacteriological weapons forms 
the basis for the prohibitory norm banning the development, 
production and use of biological weapons.  Most of the nations of 
the world are parties to these treaties.  Despite the inability to craft 
effective verification measures, the prohibitory norm remains strong 
as evidenced by the fact that no country admits to developing or 
possessing biological weapons (BW). 

Still, there are a number of states and terrorist groups actively 
seeking to acquire and use these weapons.  Russia, one of the BWC 
depository states, had (and is suspected of continuing to have) the 
world’s largest offensive BW program, one that is a severe 
proliferation threat.  Iraq and a number of other countries maintain 
significant programs.  Terrorist groups such as Al Queda are known 
to be attempting to acquire this capability. These countries are also 
pressuring the developed countries to provide them with the 
technologies and equipment to develop such programs. 
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In recognition of the threat, the United States advocated 
moving beyond signing up to another ineffective arms control 
agreement and finding a new way to focus on a strengthened 
international commitment to combat the BW threat in all its forms.  
Recognizing that international cooperation is key, the United States 
proposed a number of alternative measures that it considered far 
more effective.  These ranged from national bio-defense 
preparedness to bilateral efforts of cooperation to multilateral 
mechanisms for impeding, stopping, and rolling back illicit BW 
activities.  A key element is getting serious about noncompliance 
and calling those nations who do not live up to their international 
legal and political obligations to account. 

Using the US proposal as a blueprint, the states parties to the 
BWC adopted a modest work program to strengthen the 
implementation of and compliance with the legal obligations of the 
Convention.  This is complementary to a new and more effective 
approach, advocated here, to utilize the numerous multilateral 
mechanisms and on-going initiatives designed to target a specific 
aspect of the threat and to the greatest extent possible limit the 
ability of terrorists and proliferators to acquire a BW capability.  
These include, but are not limited to, initiatives by international 
governmental organizations such as the World Health Organization, 
World Food and Agriculture Organization and World Customs 
Organization; new initiatives by regional security cooperation 
organizations such as NATO; international law enforcement 
cooperative efforts such as the initiatives started by INTERPOL and 
EUROPOL; the efforts of members of the Australia Group, a 
voluntary export control organization of like-minded states; and the 
numerous national and international efforts at tracking and 
interdicting the financial networks which fund these terrorist or 
proliferation activities.  These multi-faceted initiatives fully support 
the goals of the BWC and have much more capability of 
interdicting and stopping those who might try to acquire such 
weapons. 

The time for “better-than-nothing” proposals is over.  A united 
world, acting in concert across a broad front of areas utilizing the 
full panoply of financial, diplomatic, economic, and military 
resources at our disposal, with the firm determination to rid the 
world of these weapons of terror, is our best hope for success.  It is 
only when those that pursue these weapons learn that to do so is a 
huge miscalculation and that the world is united across this broad 
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band of international organizations against them will this threat to 
mankind be eliminated. 
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